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Survey Research Operations (SRO) is re-architecting its entire survey technical
ecosystem, including respondent-facing portals, backend data servers, Git
repositories, and data pipelines, with a focus on a security-by-default approach. We
audited our ecosystem and reviewed requirements to encrypt all data, both at rest
and in transit, for both internal and external traffic. Our approach hardens
production infrastructure while shifting security left — moving vulnerability
detection into the development lifecycle rather than auditing after the fact — and
closes the loop with continuous monitoring, integrating development, security, and
operations (DevSecOps). Some elements in each of these domains are outlined
below:

Development: Code checked into Azure DevOps goes through a build pipeline that
is scanned by three tools—SonarQube, GitLeaks, and Trivy. These tools help
identify issues before the code is merged, reducing vulnerabilities early and
streamlining our development cycle, which enhances both security and operational
efficiency.

Security: We are in the process of enhancing all Blaise production servers to use
HTTPS/TLS encryption for all traffic. We also encrypted remote-disconnected Blaise
databases at rest. Transitioned all secret management (passwords) and rotation
through Azure Key Vault. We are also scanning every system that interacts with
Blaise or can touch data in any way, including Blaise servers and production data.
Additionally, field laptops that store respondent data offline remain under full-disk
encryption.

Operations: Monthly scans are conducted, feeding into Splunk® dashboards and a
dedicated Slack® channel that alerts developers with remediation timelines scaled
to the severity of issues. Splunk® also collects infrastructure logs to notify Blaise
administrators when critical servers or services experience outages. Meanwhile,
logs from our sample management systems and the custom Data Entry Program
(DEP) allow us to troubleshoot production issues across the entire field laptop fleet
from a single search interface.

We report our findings, including results from the first cycle, the number of issues
remediated within the Service Level Agreement (SLA), the encryption overhead
affecting DEP performance, and the time taken to detect outages, alongside
associated costs such as staff-months of effort, certificate lifecycle management,
and the impact on developer productivity.



