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Topics Presentation (1)

* Blaise Server roles

* Changes applied to Blaise Server roles 5.13 —>5.14
* Fallback Server roles

e Blaise in the Cloud

* Technical Architecture
* Docker
* Kubernetes
» Kafka
* Monitoring : Prometheus & Grafana
* Blaise cloud applications / containers
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Topics Presentation (2)

e Blaise in the Cloud

= Deployment
= Deployment of Blaise in the cloud
= Deployment of a (web)survey
= Monitoring and checking running state
= Scaling : horizontally and vertically
= Upgrading / downgrading Blaise versions
= |nstalling multiple versions of Blaise side-by-side
= Security
= Troubleshooting
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Blaise Server Roles 5.13

Version 5.13 Server role description

Cati The CATI server is responsible for making day batches, appropriately handling CATI requests and keeping track of their
status. A server park can hold only one CATI server.

Data A Data server stores the survey data collected with Blaise instruments. A server park can hold only one Data server
Data Entry A Data Entry server handles pages and executes the rules for Blaise surveys. A Server Park can hold multiple publicly

hosted Data Entry servers.
Event The Event server stores all events while working with the Blaise system. A server park can hold only one Event server.

Resource A Resource server hosts the intangible resources like corporate templates, images, brands, embedded fonts etc. for
Blaise surveys. A server park can hold multiple Resource servers.

Session A Session server manages and stores all data of active interview sessions. A server park can hold only one Session
server.
Web A Web server hosts files for Blaise internet surveys. A server park can hold multiple Web servers.
Audit Trail An Audit Trail server is used to collect Audit Trail para data. The role is also used in this and previous versions for ‘

Publishing events and Cari functionality. A server park can hold only one Audit Trail server.



Blaise Server Roles - Changes

Version 5.14 Changes to Blaise server roles

Data A Data server stores the survey data collected with Blaise instruments. A server park can hold
multiple Data servers

Session A Session server manages and stores all data of active interview sessions. A server park can hold
multiple Session servers.

Audit Trail An Audit Trail server is used to collect Audit Trail para data. The Event Publishing service and Cari
service are not part of the Audit Role anymore, because for these two services a dedicated role has
been introduced (see below). A server park can hold multiple Audit Trail servers.

Cari A CARI server is used to collect CARI para data such as audio recordings and screenshots. A server
park can hold only one CARI server

Publish A Publish server hosts the Server Events Publish/Subscribe services. With these services you can
subscribe to events and/or signal certain events. A server park can hold only one Publish server.

Case Management A Case Management server is responsible for handling Case Management requests and processing
of case events. A server park can hold only one Case Management server.
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Fallback Server Roles

= Blaise Server Park

= Single Server Roles: Data, Audit Trail, Session
= Single Point of Failure

= Goal: Want to increase availability

= Solution: Allow to define fallback Server(s):

= Multiple Servers can have ‘single’ server role when:
= Data is stored in a database (not file-based) for each Survey

= Fallback mechanism:

= When Request to (single role) Server fails, the Request is sent to a fallback Server.
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Fallback for Data Server Role

= Record Locking implementation changes:

= Record Locks are currently stored in Memory in Data Service
= Not suited for Park with Fallback Data Server(s)

= Solution: Store Record Locks in a (not file-based) Database.
= Define Record Locking Data Interface.

= Sample deployment:

Server Park Servers

Internal Name ¥ AuditTrail CARl Cati Data DataEntry Event Publish Case Management Resource Session Web Status Blaise Version

perfserverd i i [ Active 5.14.03617

perfserver3 L] [ IS 18] [l | ] ] Active 5.14.0.3617

perfserver2 ] L (i3 ] ] ] ] Active 5.14.0.3617

perfservert m | il | juil ] ] ] m ] ] Active 5.14.0.3617 ’
3§



Fallback for Audit Trail Server Role

= Audit Trail implementation changes

= No changes required: Audit Trail service only writes to its database
= Audit Trail Data must be stored in a (not file-based) Database

Server Park Servers
Internal Name - A\@ﬂl CARl Cati Data Data Entry Ewvent Publish Case Management Resource Session Web Status Blaise Version
perfserverl O O O Od ] Active 5.14.0.3615
perfserver2 O O [ O O L] Active 5.14.0.3615
perfserverd O 4 ] ] ] ] Active 5.14.0.3615
perfserverd L] [] [ Active 5.14.0.3615
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Fallback for Session Server Role

= Session Data must be stored in a (not file-based) Database.

" Implementation of Session Service has hardly changed:

" In Memory updates to a Buffer
= Periodic update of Session Database
* Main reason: Preserve Performance

Server Park Servers
Internal Name 4 Audit Trail CARI Cati Data Data Entry Event Publish Case Management Resource Session Web  Status Blaise Version
perfserverl O O 1 O ] Active 5.14.0.3615
perfserver2 ] O O [ 1 O L] Active 5.14.0.3615
perfserverd O 4 ] ] ] ] Active 5.14.0.3615
perfserverd L] [] [ Active 5.14.0.3615
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Fallback Server Roles - Database configuration

Configuration

' Logical Roots (1) Configuration Settings

% Configuration Settings

47 Server Roles Connection | Dashboard | Advanced Timing Settings | Alternative Storage
Session Data Interface: C:\blaise5\Settings\SessionDataSQLServer.bsdi
Audit Trail Data Interface: C:\blaise5\Settings\AuditTrailDataSQLServer.badi

CATI Data Interface:

CARI Data Interface:

Configuration Data Interface:

Credentials Data Interface:

Event Management Data Interface:

Locks Data Interface: C:\blaise5\Settings\DatalLockSQLServer.bldi

Case Management Data Interface:
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Architecture (1) — Blaise Cloud Solution

Architecture of the Blaise Cloud technology stack

= Docker
= Containerization
= Kubernetes
= Container workload management
= Apache Kafka
= Messaging between containers and other applications
" Prometheus & Grafana

= Collecting, monitoring, analyzing and visualizing metrics
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Architecture (2) - Docker

Docker — Containerization

= Run anywhere, decouple application logic from underlying system
" Footprint is very small & deployment only takes seconds

= Using containers fits well in scalable solutions

= Blaise container images/apps are versioned and stored in a container
registry (DockerHub)

" During deployment images are pulled from a container registry

*)



Architecture (3) - Kubernetes

Kubernetes — Workload Management

= Kubernetes cluster consist of one or more nodes/worker machines where
containers/apps are deployed in so called pods

= All Blaise apps (data entry, web,...) are deployed within pods

= Kubernetes continuously monitors the workload/metrics of the deployed
application/services in the cluster

= Supports (auto-)scaling; both horizontal and vertical
= Supports file shares/persistent volumes and load-balancing

= Kafka brokers are also deployed in the cluster
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Architecture (4) - Apache Kafka

Apache Kafka — Distributed Messaging

= Provides a unified, high-throughput, low-latency platform for handling
real-time data feeds

= Apps sends messages on a topic to Kafka (producer/publish)
= Apps consume messages from a topic from Kafka (consumer/subscribe)
= Offers scalability out-of-the-box; create multiple consumers per topic

= Offers high availability out-of-the-box; deploy multiple brokers in a
cluster. If one fails, the others will take over
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Architecture (5) - Prometheus/Grafana

Prometheus & Grafana - Monitoring

= Prometheus

= Metrics data collection
* From Kubernetes/Kafka (CPU, Memory, 10 and Network traffic)
= From Blaise Cloud Apps (Messages, Requests/Responses and Duration)

= Grafana

= Metrics data visualization
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Deployment - Blaise (1)

= Blaise Apps / Containers

= The following Blaise Services / Apps can be deployed in the cloud:
= Data Entry, Audit Trail, Session, Resource, Data, Web and Cari
= For now: no Manipula, no Data Entry Apps, no CMA/CMA Admin

= |t is possible to run CATI (web) surveys in the cloud, but then the CATI, Data, Session, Audit Trail
roles have to be on-premise. Also the Dashboard runs on-premise.
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Deployment - Blaise (2)

= First create an on-premise server and do not select server roles that
you want to run in the cloud, e.g.

Server Park Servers

Internal Name Audit Trail CARl Cati Data Data Entry Event Publish Case Management Resource Session Web Status  Blaise Version
DESKTOP-0J1J8LU [ L] [ L] L] [ Active 5.14.0.0

= Remark: Select also the web role otherwise a deployed web survey
in the cloud fails to start
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Deployment — Blaise (3)

—

= Click the s button to start the Cloud deployment Wizard

EMver

ek Cloud deployment wizard - Select Cloud Provider

Select Cloud Provider
Please select the Cloud provider for the Blaise deployment

[ Use existing Kubernetes cluster configuration

Te which cloud provider do you want to deploy to?

Microsoft Azure

Amazon Web Services (AWS)

Google Cloud Platform (GCP)
® Docker Desktop

Cancel l[ < Back I MNext =
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Deployment - Blaise (4)

= Select the Blaise Version for the container

el Cloud deployment wizard - Blaise details iz

Blaise details
Please provide the details for the Blaise deployment.

Machine Key: |ABCDEFGHUKLM NOP | Specify the machine key that is used by the Servers of this Park

Roles to Hest in Cloud DataEmtry
Resource

.'-'l‘\'.fl:
¥| Cata
W| Session
¥| AuditTrail
[C] cari
Blaise \ersion: [5.13.9 B l
Time Zone: [Emfu'm - ] Specify the timezone for the container apps of this park
Deploy Metrics W
IP Address scope @ Public () Interna Specify accessibility of IP Addresses of installed Surveys
-1 T )




Deployment — Blaise (5)

" Click ‘Deploy’ to start the deployment

el Cloud deployment wizard - Surnmary iz

Summary
The wizard is now ready to perform the deployment.

2023-10-16 13:07:53.073 > Checking prerequisites:

2023-10-16 13:07:55177 =
Kubernetes command line tool found in Blaise bin folder

2023-10-16 13:07:55.178 > You are about to deploy the Blaise resources to Docker Desktop. Click "Deploy’ to continue.

*)
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Deployment - Blaise (6)

= View the progress of the deployment and click ‘Close’ to end the wizard

efe Cloud deployment wizard - Summary I

Summary
The wizard is now ready to perform the deployment.

2023-10-16 13:11:530.565 > End KafkaloadBalancer. Kafka load balancer has been created. =
2023-10-16 13:11:51.661 > Start KafkaServices. Creating Kafka cluster and services

2023-10-16 13:11:532.532 > End KafkaServices, Kafka cluster and services have been created,

2023-10-16 13:11:53.534 > Start KafkaTopics. Creating Kafka topics

2023-10-16 13:11:53.650 = Start creation of topics for kafka server localhost29092

2023-10-16 13:12:00.879 = End KafkaTopics. Creation of Kafka topics succeeded.

2023-10-16 13:12:01.879 > Start BlaiseAppsDeployment. Perfarming Blaise apps deployment
2023-10-16 13:12:02.288 > End BlaiseAppsDeployment. Blaise apps deployment successfully completed,
2023-10-16 13:12:03.239 > Start DeployAppStatus. Determine deploy-app status

2023-10-16 13:12:13.909 > End DeploylAppStatus, Deploy-app status: Running.

2023-10-16 13:12:14.910 = Start BlaiseAppsStatus. Checking running state of Blaise apps

2023-10-16 13:12:34.049 > End BlaiseAppsStatus. Blaise Apps running state: All Apps are up and running.
2023-10-16 13:12:35.049 > Start Uploadpackages. Upload packages to cloud server

2023-10-16 13:12:35.059 > End Uploadpackages. Upload packages successfully completed.

2023-10-16 13:12:36.060 > Saving Cloud Server Definition

2023-10-16 13:12:37.028 > Cloud Server Definition saved

2023-10-16 13:12:37.059 > Cloud server deployment successfully completed

4
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Deployment - Blaise (7)

= Now the Blaise license key has to be deployed to the cloud version.

= |n the ribbon, click on Upload Cloud License

ek b

File Home Edit

LR S T U

ibl-rdls

A

Edit Remove | Add Cloud Delete Show Cloud  Show  Scale Scale Qpload CloudjUpdate Cloud

Server Cloud Server  Server  Metrics~ Up  Down

Version

Server
i Server Management Server Park Servers
> @ apps
) m CATI Cloud Server
> [l choreo ResourceGroup :
w m Cloud Tenantld : mdSwdqrgji396rgSzfnpkgat25s9mw3a
3 E Servers Subscriptionld :
Surveys Context : docker-desktop
™ Settings
> a CMA Internal Name Audit Trail Cati Data
> @EMA_Mmin ibl-rdl=? ] ]

Audit Trail Cati Data Data Entry Resource Session Web
“ “ vy “ J J

Data Entry Event Resource Session Web Status Elaise Version

L] L] [1 [ Active 513.3.3432
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Deployment - Blaise (8)

" Demo

= Deployment Blaise on Docker Desktop
= Upload Blaise License
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Deploy a (web) survey to the cloud (1)

= Create a (web) survey in the Control Centre

= Right click the project, select Edit Project and set the ‘Supported Web
Data Entry Client’ to: Cloud

[ Paste | | Search Up || Skip Comments {4 Redo = Expand - Source Structure Step In s, ¢ F
Clipboard Search = Editing Miscellaneous. Debugging Snippets. F A
W
S Start Page FlightCloud blax* X v
a
o 11 +(|vE]v(>;v|‘I:'E=vt
=1 . ~
5 2| Datamndel:  FlightSurvey « | FlightCloud Solution®
5 3 Date Created: Screated$ =
¢ 4  Ruthor: Suser§ Jizh FlightClou:
5 1 ightClow: [blax ®
5 T FlightCloud.bird
i DATAMODEL FlightSurvey "Flight Survey” - _ o
. g v & v B Edit Data mode! Project %
9 PRIMARY ) ] FlghiGlond
10 Perscn. IDNurber parcciianes fghilow
11
12 ROLES = Help "The Help role provides a help button that thy File name: e e N R I e 220 P i T I R 2 DI LT,
13 Watermark "The Watermark role provides a hint to tl . r N
14 ToolTip "The ToolTip role provides a popup hint why Main file: FlightCloud blax v‘
15 Terplate "Apply layout templates automatically™, —
; T : - : : jid: '3-9653-4366-b2
18 EditMask "An EditMask allows you to specify an inp] Guid: 230202 18-1670b24cdad? Generate New ‘
17
1z FIELDFROPERTIES == : - -
13 Remark : OFEN neral | Compile Options | Interceptors
20
. Sur Root:
21 E TYPE L
zj TMyEnum = (¥Yes "Yes, please”, Mo "No, not neceasarily™ Resource Database: FlightCloud. bird
24 [) BLOCK BPerson (o
25 B FIELDS ApET ] n
26 IDNumber "What is your naticnal identificeticon number? —
X . s . X Is runnable survey v
27 Help "The national identification number is used by
28 <new11..na>pex:‘manant residents, and temporary resid Cati . |Nnne V|
29 <newline>health care, and other governmentally-re
30 <newline count=2>The unique number appears con ide Use CARI: m
3 international ID cards.™ : 1..993933 —
32 FirstName "What is your name?" ISUFFDﬂﬂ’ Web Data Entry Client: |Clo||u I v|
33 Help "Please enter your firat name™




Deploy a (web) survey to the cloud (2)

m I n Sta I I th e S u rvey i n &= < ibl-rdls2 (Root) - Blaise Server Manager — O X
the cloud server park = o
@ & @ u G S &5 B X
Refresh Install Upgrade Remowve Download CATI Start Deactivate kf Alter Scal;e Session D:ata Pa ra‘ Data
specification - K¢y Reset Up Viewer Viewer Viewer
csp
Survey ~
w Server Management Instrurent Status  Install Date Cati Role & Web DE Client  Version Can Upgrade D
» @ Apps FlightCloud Active 2/9/2023 9:14 AM Cloud 5.13.3.3432 False 2280z
> Blcan
> @ Choreo
v @ cloud Machine Status Settings Meonitoring
5 a Servers ibl-rdls2 Active Setting Value
Surveys (1) InstrumentMName FlightCloud o
& Settings MetaFileName Ch\Blaise3\Surveys\flightcloud\FlightClout
5 @ CMA ResourceFileName CABlaise5\Surveys\flightcloud\FlightClow
3 m CMA_Admin RunWritelnterceptorSetupAsynchronous  False
3 @ CMA_App ServerParkName Cloud
3 @CMA_Sur\reys SetupFileName
3 @ DM _Topics IStar‘tP‘ageFileName localhost:32628 I
3 @ Gastat Status Active
3 @ IECASP Statusinfo

= |f everything went well, you should see a StartPageFileName pointing to the
cloud-address

= Now you can test it from the start-button in the Ribbon
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Deploy a (web) survey to the cloud (3)

" Demo

= Deployment of Flight Survey
= Start survey

= Deployment of Leisure Survey
= Start survey

*)



= Use‘Show Cloud Server’

File Home Edit

O A

Edit Remove | Add Cloud Delete

Show Cloud

¥y §

Monitoring — Check running state (1)

DESKTOP-0J1J8LU (Root) - Blaise Server Manager

LS

Show Scale Scale Upload Cloud Update Cloud
Server Cloud Servey  Server |[Metris~ Up Down License Version
Server
4 Server Management Server Park Servers
b @lcan
Cloud S
4 [ cloudpark oud semver
4 [ B servers ResourceGroup : e Show Cloud Services and Resources 2
mAudlt Trail (1) Tenantld : narskpnkxstgz] Status of Blaise resources and services in Kubernetes cluster "docker-desktop®
@Catl m Subscriptionld : _
m Data (1) Context : docker-desktoj Cluster Details
SERVICES e
& Data Entry (1) HEME TYEE CLUSTER-IF EXTERNAL-IF  FORT (3} AGE —
data-encry-service ClusterIF  10.107.233.181 <none> S083/ICF  34m
aﬂescurce (2) Internal Name Audit Traill | data-=zezvice Clu=terIP  10.96.115.212 <noner 90S3/TCP  34m
ms 0 deploy-service ClusterIP  10.111.13.188  <none> S083/TCP  34m
sssian DESKTOP-0J1J8LU O
KODEZ
Fweb 2) FEME STATUS  ROLE3 X6E  VERSIOR
WCARI m docker-desktep Ready  consrol-plamne  €8d  wl.33.2
. FERSISTENT VOLDME
WP“bl'Sh m HEME CREACITY ACCESS MODES RECLATM BOLICY  STATUS  CLATM STORAGECLASS  RER3ON  AGE
package-pw 163 B Retain Bound  blaise-3-13/package-pva  hostpath 24m
Event (1)
aCase Managemel PERSISTENT VOLUME CLAIM =
9 HEME STATUS  VOLUME CAPACITY  ACCESS MODES  STORAGECLASS  AGE
@ D=shboards (1) package-pwc  Bound  package-py  1Gi X hosepash 2em
Surveys =on2
KEME READY STATUS ~ RESTART3  AGE
By Settings audittrail-deployment—£b4dTEbbEd-musis 171 Running 0 24m
e classification-deployment-7fod€cdsbs-2ugeg | 1/1 Bumning 0 asm
b WCMA data-deployment-765577Ed8b-Sm3qy 1/1 Running 0 adm
14 1/1 Rumning 0 34m
b WCMA Admin deploy-deployment-£9ddS48Ses-Tfuzn 171 Rumning 0 28m
- 1 £-TEES4dETTE5; 171 Rumning 0 25m
b WCMA_APP session-deployment-37S87d£468-wlTnE 171 Rumning 0 25m
b WCMA_Surveys DEFLOYMENTS b |
HEME READY UP-TO-DATE  AVAILAELE  AGE
b mLo:alDeuelopmem audittrail-deployment 1/1 1 1 34m.
P=1 classification-deployment  1/1 1 1 24m
44 Role Management (4) 1/1 1 1 24m -
A i 2 a .
% User Management (12)
&7 Skill Management (1)
[ Close ] l Toggle Events
Path : C\Blaise\Bin'
Binding (Admin)  : httpat port#
Data Entry Binding : httpat port#
O ] » Defined Rales + admin,audittrail, cari,c cati,dashboard, data,d y.event,publish,resource session,web
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Monitoring - Check running state (2)

= Use Kubectl command line

= Some useful commands:

= kubectl get all --all-namespaces

= kubectl get nodes

= kubectl get pv

= kubectl get pvc -n <name space name> or --all-namespaces
= kubectl describe pod <pod name> -n <name space name>
= kubectl logs <pod name> -n <name space>
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Monitoring - Check running state (3)

Use ‘Show Metrics’

This option is only available if you
chose to ‘Deploy Metrics’ in the cloud

Deployment wizard

During the deployment 3 Grafana

dashboards will be installed

& 5 DESKTOP-0J1J8LU (Root) - Blaise Server Manager o B X
File Home Edit Help -
—~ - ~ -~ - ~ -~
FE & O &
Edit Remove | Add Cloud Delete  Show Clogd Show cale Scale Upload Cloud Update Cloud
Server  Cloud Server  Server| Metnics= |Up Down License Version
Server ~
4 B server Management Server Park Servers
b [l can
. a{:luudpark Cloud Server
a E [— ResourceGroup :
mnudlt Trail {1) Tenantld : narskpnkxstgz11wd31rhx8eBktpaZem  Audit Trail CARI Cati Data Data Entry Resource Session Web
?Cati m Subscriptionld : b4 4 L b4 L 4
m Data (1) Context: docker-desktop
4 Data Entry (1)
aﬂesnwce 2) Internal Name Audit Trail CARI Cati Data DataEntry Event Publish Case Management Resource Session Web Status Blaise Version
W session 1) DESKTOP-01J8LU O O O O Active 51400
Fweb (2)
Bcamm
B pubiish 1)
A event (1)
m Case Managemai
@ Dashiboards (1)
Surveys
‘ Settings
b loma
b [l cMa_Admin
b [l cma_app
b [l cMA_Surveys
3 aLﬂcale\opment
1 Role Management (4)
% User Management (12)
&7 Skill Management (1)
Path = CABlaise\Bin\Surveys
Binding (Admin)  : httpat port #8031
Data Entry Binding : httpat port #8033
Defined Roles : admin audittrail cari caser cati,dashboard,data, d itry, event, publish, resource, session,web

I e

Version: 5.14.00
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Grafana (1) — Blaise Cloud dashboard

88 General / Blaise Cloud «&
v Heartbeats

Deploy App

Data Entry App

Session App

13:20 13:30 13:40
= deploy-deployment-696d9489c9-Ffvzn

Resource App

13:20 13:30 13:40
== data-entry-deployment-675d9c9cf5-49222

Audit Trail App

13:20 13:30 13:40
== session-deployment-57587df468-wi7nf

Classification App

13:20 13:30 13:40
= resource-deployment-7bb44d677¢x88m

~Web App

13:20

= Topic: dataentryrequest
= Consumed
= Produced

Topic : dataentryreponse

Web App - Startinterview per minute

13:20 13:30 13:40
= audittrail-deployment-654d7fbb64-mvsjs

Web App - Message Processing

13:20 13:25 13:30 13:35
== {instrumentid="7fc1e95f-3cf6-4c32-b053-1{786at6bac4a’}

13:45 13:50 13:55

14:00 14:10

13:20 13:30 13:40
= classification-deployment-7fc46c45b9-2vgtq

Web App - Startinterview Duration (milliseconds)

13:30 1335 13:40 13:45 13:50
== {instrumentid="7fc1e95{-3cf6-4c32-b053-1{786atbac4a"}




Grafana (2) - Kubernetes Pod Metrics

4% 88 General /Kubernetes Pod Metrics «§

All ~ All ~
~ Usage summary

Pod Memory usage Pod CPU usage

Used Total

7.43 s 15.6ci8

Pod memory working bytes

7.80cis

~ CPU Usage

U cores in use by Blaise components

No data
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— E— ————
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Grafana (3) — Kafka Metrics
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147600 14:17:00 147800  1479:00  14:20:00

Bytes/s

14:21:00

Kafka log size by broker (disk space utilization)

1422:00

141500 147600 141700 141800 147900 14:20:00 14:21:00

1422:00

14:23:00

1423:00

14:24:00

14:24:00

1425:00

1425:00

14:26:00

0B/s
0B/s
0B/s
0B/s

1426:00

57.8B/s
27.88B/s
0B/s
0B/s

316 kB




Monitoring

= Demo

= ServerManager: Show Cloud Server
= Usage Kubectl

= ServerManager: Show Metrics
= Blaise Cloud Dashboard
= Kubernetes Pod Metrics
= Kafka Metrics

*)



" Cloud: Dynamic allocation of resources

= \/ertical vs Horizontal

= Vertical scaling: add more compute power to your existing nodes
= Horizontal scaling: add more compute power by adding instances

Vertical Scaling

( Increase size of instance (RAM ,
CPUetc))

= Blaise system supports horizontal

@ Hodr:iont:ii:caling
= The cloud provider supports vertical @ @l
oy

@ = ==

Mo [k
RLEES
&
*




= Blaise supports scaling in Server Manager

= Data Entry Container apps (automatic or manually)

= Web Survey Container Apps instances o @ o

7
Web Web Web
Runtime Runtime Runtime

Kafka

Data Entry Data Entry Data Entry Data Entry
Container Container Container Container




Scaling in the Server Manager

= Data Entry: choose ‘Servers’ and click on ‘Scale Up’

= Manual : Instruct Kubernetes to Create/Remove instances of a pod

= Automatic: Use Kubernetes ‘HorizontalPodAutoscaler’ functionality to Create/Remove instances

= -—cpu-percent=70% --minPods=1 --maxPods=2

e s w P w

G % o I & w

Edit Remove | Add Cloud Delete Show Cloud Show [Scale fralz Upload Cloud Update Cloud
Server  Cloud Server  Server  Metricsvj] Up  Pown License Version

Server
v SewerManagement Server Park Servers
> @ apps
N WCATI Cloud Server
> @Choreo RescurceGroup :
v Blagyd Tenantld : 4k5fg06s2jq3311z8yyxkg3zsTeez5j7  Audit Trall Cati Dat:
Subscriptionld : o LY
K Surveys (2) Context : docker-desktop
‘ Settings
> WCMA Internal Name Audit Trail Cati Data Data Entry Event Resource Se
’ gcm_ﬁdmiﬂ ibl-rdlls2 O O O 0o O

efe ScaleUp Cloud Data Entry Functio

Scale up data entry function for the selected cloud server

Cloud Server

RescurceGroup :

Tenantld : Ak5fg96s2)q33 1 z8yyxkg3zsTeez)7

Subscriptionld :

Context : docker-desktop
Current count: 1 Current number of Data Entry App instances
Desired count Desired number of Data Entry App instances

® Manual

! Automatic

Stat || Close

*)



Scaling Data Entry

= Scale up Data Entry

- Kubectl

! = ScaleUp Cloud Data Entry Function

|
| Scale up data entry function for the selected cloud server

Cloud Server

ResocurceGroup :

Tenantld : 4k5fg96:s2)g3311z8yyxkg3zsTeezd)7
Subscriptionld :

Context : docker-desktop

Current count: 3 Current number of Data Entry App instances

Desired count: Desired number of Data Entry App instances

® Manual

Automatic |4 x 2

Start Close

4:32:50 PM » Scale up started ...
4:32:50 PM = Scale request succeeded

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

145m
145m

141m
145m

145m
144m
145m

*)



Scaling in the Server Manager

= Web: choose ‘Surveys’ and click the button ‘Scale Up’

= Manual : Instruct Kubernetes to Create/Remove instances of a pod
= Automatic: Use Kubernetes ‘HorizontalPodAutoscaler’ functionality to Create/Remove instances

= -—cpu-percent=70% --minPods=1 --maxPods=2

. = B =g = > 4 &
@ ﬁ- I@ ﬁ B h{ﬂ gy View \&i 4 ;;Fi § Scale Cloud Survey = @
) i i Scale selected cloud survey

=
= Alte
Refresh Install Upgrade Remowve Download CATI Start Deactivate 'E} ' Scale §Session Data Para Data
specification - Fgs Reset Up QJViewer Viewer Viewer
Cloud Server
cse ResourceGroup :
survey Tenantld : k96wexgzbiu38xuBsmallb8id2fvijad
~ Server Management Instrument Status  Install Date CatiRole 4 Web Subscriptionld :
> [ apps FlightCloud Active  2/9/2023 1:59 PM Clout Context : docker-desktop
> [llcan Cloud? Active 2/9/2023 2:02 PM Clou o
Current count: 1 Current number of Web runtime instances
b aChoreo
Desired count: Desired number of Web runtime instances
v @ cioud
> i Servers ® Manual
s e .k
Setti
% Settings st || Close |

*)



Scaling Web- Kubectl

SpeCITCation e I [yt = = up VIEWET VIEWET VIEWEr

= Scale up Web 2

Scale Cloud Survey

Server Management | Scale selected cloud survey

B] Apps Cloud Server

BJ CATI ResourceGroup :
> @ chorea Tenantld : A5fg06s2jq33 11z8yyrkg3zsTeez5T
hd EﬂCloud Subscription|d :

J Servers Context : docker-desktop

LR surveys (2)]

% Settings Current count: 1 Current number of Web runtime instances
¥ Eﬂ CMmA Desired count: Desired number of Web runtime instances
: gﬁﬁi:i:pmm ® Manual
¥ m CMA_Surveys Automatic 1 ) 2
> B oM_Topics Start Close

=

- Check with command: Kubectl get all --all- -namespaces

pod/flightcloud-web-deployment-678UcU95bc—-5m2tc /1 Fu||1|q
pod/flightcloud-y ymen iunn

od/flightcloud-web—de i 67 Sbe-rjlqgc Contain
pod/flightcloud-y ymen : . 3 Running

*)



= Demo

= Scale Up — Data Entry instances
= Scale Up — Web Survey instances



Update Blaise in the Cloud (1)

= Blaise updates:

= Update a web runtime to a minor version

= Update a complete park to a newer minor version
= Up to 5.11 the system only updates the default Blaise apps

= From 5.12 the system also automatically update the running instances of the web-
runtime

= Update a side by side installation

*)



Update Blaise in the Cloud (2)

* How to see in kubectl what the minor version is?
= E.g. take the data-entry-pod in the namespace blaise-5-13

pod/cloud2-w
pod/data-

mﬂdHdemlay—demlﬂymeﬂf—EchTTﬁFQH—FWﬂ?d

= kubectl describe pod/data-entry-deployment-8474585cd-flvmt -n
blaise-5-13

Containers:
data-entry-app:

Container ID: docker://dUefaBfl313eal37886298ac6bT23e!

Image: blaisecbs/dataentry:5.
Image ID: docker-pullable://blaisecbs/dataentry@s

*)



Update Blaise in the Cloud (3)

= Update the Blaise version (upgrade / downgrade)

File Home Edit
LU I "N . U VR Y ¥
Edit Remove | Add Cloud Delete Show Cloud Show Scale Scale Upload Cloud Hpdate Cloud
Server  Cloud Server  Server  Metrics~ Up Down License Version
| & ScaleUp Cloud Data Entry
” server Management 1 Update version of the selected cloud server
> Bl apps
> a] CATI Cloud Server
» a]choreo ResourceGroup :
v BJCIoud Tenantld : H5fg90s2jg3311z8yyxkgIzsTeezd)7
» Subscription|d :
Bk Surveys (2) Context : docker-desktop
m Settings |
» alCMA Current Version:  5.13.0.0 Current Blaise Version of container apps
» a] CMA_Admin ‘ Desired \-’ersion + | Desired Blaise Version of container apps
> Ellcma app
3 al CMA Surveys Update Close

Contalners:
data-ent
Container

Image:
Image ID:
1

ID:

*)



Update Blaise in the cloud (4)

= Demo

= Update Blaise version

*)



Side-by-side installation

= Allow to install multiple Blaise Versions in one Kubernetes Cluster

= For instance:
= Blaise 5.12
= Blaise 5.13

= Each Blaise version has its own:
= Namespace for Blaise Container Apps

= Storage (Persistent Volume Claim)
= Message channels (Kafka Topics)

*)



= Subjects that play a role in setting up security for the Blaise Cloud
solution are:

= Communication protocols being used e.g. http, https, tcp

= Ports being used and exposed

= User credentials required for accessing services & applications
= Usage of tokens in order to secure user sessions



= Blaise cloud solution - Kubernetes

Blaise cloud apps expose only those ports that are required for them to run
properly
Communication between Blaise cloud apps is handled by Kafka

Communication between Blaise cloud apps & services and external app &
services is handled via load-balancers

Blaise cloud apps will only process an incoming message if a valid token is
sent in the message header

Kafka will only process an incoming message if the sending app provides
correct credentials



Blaise On Premise services

Blaise run-time
SEemvices

v

http/http=B031-8033

Blaise Cloud: Security

User credentials
Tokens A
top 29092
kafkaruser predentials
Session: token

Blaise Cloud Services / Kubernetes cluster

Opti

UserLredentials  User gredentials i
ally:

entials

Sessionjtoken

Grafana load Prometheus load WebSur::bead
balancer service balancer service .
services
p 3000 Hipp 9090 Hitp 80
Optipnally: Ogtionally: oy ally:
Usercrigentials  Usgr credentials User criedentials
Seszign: token
rop 5052 kafka/Zooke
Grafana/ kafka:user credentials B EREr
Prometheus 4———— WebSurvey Apps TtokEn 2=fiz=
{message broker)

service (metrics)

Deploy App Data App Session App

Audittrail App

Data Entry Appls) Resource App



Kubernetes cluster : Protocols, Port and security

External

Internal

Internal

External

External

External

External

From/to

Blaise cloud app

Blaise cloud app

Blaise run-time
services on prem

Browsers

Browsers

Browsers

From/to

Blaise cloud app

Prometheus

(metrics) service

Blaise cloud app

Blaise cloud web

apps

Grafana service

Prometheus service

Protocol

Tcp Kafka

http

tcp Kafka

http

http

http

Internal

port

9092

9093

9092

80

3000

9090

port

29092

80

3000

8080

Secured by

credentials
tokens

credentials
tokens

tokens
optionally:
credentials

optionally:
credentials
optionally:
credentials

Load
balancer




Troubleshooting Deployment (1)

Cloud Installation

= How is Blaise cloud solution deployed by ServerManager?
= Usage of template cmd / yaml script files
= YAML configuration files are used for creating and configuring components in Kubernetes cluster

= The template files contain placeholders which are actually being replaced by real values during
installation/deployment

= Located in Templates folder of Blaise installation folder
= Actual installation scripts and yaml files which have been created and applied by the
ServerManager during deployment
= Located in user’s AppData\Local\Blaise folder
= Kube context

= Context point to a certain Kubernetes cluster and contains the corresponding connection details
= Located in config file in user’s .kube folder

*)



Troubleshooting Deployment (2)

= All the scripts that Blaise runs are located
C:\Users\<name>\AppData\Local\Blaise

apps-deployment.yml
clusterrole.yaml
config-map.yaml
create-kafka-loadbalancer.cmnd
create-kafka-loadbalancer.yml
create-kafka-services.cmd
create-kafka-services.yml

n daemonset.yaml

B delete-kubernetes-volume.cmd

B deploy-blaise-apps.cmd

B deploy-kubernetes-volume.cmd

B deploy-metrics.cmd

1] fileshare-pw.yrml

1] fileshare-pwcyml

B grafana-datasource-config.yaml

B grafana-deployment.yaml

B grafana-deployment-template.yaml
B grafana-serviceyaml

E jmx_prometheus_javaagent_0_17_2.jar
B kafka_2_0_0yml

. kafka_jaas.conf

node-ex porter-service.yaml
prometheus-deployment.yaml
prometheus-service.yaml
state-cluster-role.yaml
state-cluster-role-binding.yaml
state-deployment.yaml
state-service.yaml|

state-service-account.yaml

upgrade-blaise-apps.cmd

B upload_package.cmd



I Thank you
AT -
IBUC 2023 for your time
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Gaining deeper understanding

DA vyo (=)

www.blaise.com blaise@cbs.nl @blaisecbs @Blaise5


http://www.blaise.com/
mailto:blaise@cbs.nl
mailto:blaise@cbs.nl
http://www.twitter.com/blaisecbs
http://www.facebook.com/blaisecbs
https://www.youtube.com/channel/UCx_OxtM9lOWIkNq39LXAIZQ/
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